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  A. Introduction

1
 
 
 

Propaganda can be described as a method of communication, by State organs or individuals, aimed at influencing and
manipulating the behaviour of people in a certain predefined way. The element of influence and manipulation is at the
centre of the concept, and distinguishes it from mere factual information. The notion of propaganda remains, however,
relatively unclear from an international law perspective, since propaganda is not on the whole regulated by international
law. In the past, various meanings have been attributed to the term propaganda, and no all-encompassing definition
of the notion currently exists in international law.

2
 
 
 

Throughout history, many efforts have been made to regulate the use of propaganda messages in international law
and international relations, with varying degrees of success. In the course of the 20th century, technological innovation,
the development of direct → satellite broadcasting, and the increased use of short-wave broadcasting with its inevitable
influence on international relations (→ Mass Media, Influence on International Relations) have amplified international
attention towards the regulation of certain cross-border communications. The first multilateral rules, aimed at regulating
traditional forms of transnational propaganda, were developed under the auspices of the → League of Nations and,
after World War II, the United Nations.

3
 
 
 

Any regulation of propaganda in peacetime potentially conflicts with the freedom of expression (→ Opinion and
Expression, Freedom of, International Protection) and the freedom of information (→ Information and Communication,
Freedom of, International Protection). Although both freedoms are well-established → human rights, they are not
absolute, and are subjected to exceptions according to international law, both generally and specifically in relation to
propaganda (see below at B).

4
 
 
 

The exceptions to the freedom of expression generally admitted under international human rights law can be brought
back to several types of propaganda specifically regulated by international law (see below at C). In addition to war-
mongering propaganda (→ Propaganda for War, Prohibition of) aimed at, or likely to provoke or encourage, a threat
to the peace (→ Peace, Threat to), a breach of the peace (→ Peace, Breach of), or an act of → aggression, four types
of propaganda are specifically being regulated by international law: (1) subversive propaganda aimed at influencing
nationals of another State towards insurrection, revolt, or civil strife; (2) defamatory propaganda against foreign
States and their officials, such as → Heads of State and diplomats; (3) discriminatory propaganda and incitement to
discrimination, → genocide, and other international crimes; (4) and more recently, incitement to → terrorism.

5
 
 
 

The implementation of the international rules on propaganda will be discussed subsequently (see below at D). The
question of → State responsibility for breaches of international obligations in this respect will be addressed first, followed
by the international rules in respect of international broadcasting (→ Broadcasting, International Regulation), which
supplement the general rules, especially in respect of State interference with foreign broadcasts.
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  B. Propaganda and Freedom of Expression and Information

6
 
 
 

In general, conflicts are likely to appear between the regulation of propaganda as a form of communication and
the freedoms of expression and information. Art. 19 → Universal Declaration of Human Rights (1948) declares that
‘[e]veryone has the right to freedom of opinion and expression; this right includes freedom to hold opinions without
interference and to seek, receive and impart information and ideas through any media and regardless of frontiers’. A
similar provision was enshrined in Art. 19 → International Covenant on Civil and Political Rights (1966) (999 UNTS 171;
‘ICCPR’). Other international instruments, such as the → Helsinki Final Act (1975) (Conference on Security and Co-
operation in Europe ‘Final Act’ [1 August 1975] [1975] 14 ILM 1292) have reaffirmed the commitment of the participating
States to freedom of information.

7
 
 
 

The broadly worded exceptions contained in international human rights instruments have been at the centre of the
confrontation between the freedom of information and the right of a State to protect its internal security and public
order. Especially during the → Cold War (1947–91), Western States were generally inclined to maximize the rights
of individuals to have access to information emanating from a foreign State, while Communist States were generally
reluctant to accept an absolute freedom of information, advocating the necessity to maintain their national cultural and
social systems.

8
 
 
 

The → European Court of Human Rights (ECtHR) has emphasized at several occasions that freedom of information is
applicable ‘not only to “information” or “ideas” that are favourably received or regarded as inoffensive or as a matter
of indifference, but also to those that offend, shock or disturb the State or any sector of the population’ (Handyside
v United Kingdom para. 49; see also Lingens v Austria para. 41). The → Inter-American Court of Human Rights
(IACtHR) (Herrera-Ulloa v Costa Rica [Judgment] para. 113), the → Human Rights Committee (Communications Nos
422–424/1990, Aduayom et al v Togo para. 7.4), and the → African Commission on Human and Peoples' Rights
(ACommHPR) (Media Rights Agenda and Others v Nigeria para. 54) have also highlighted the importance of freedom
of expression for all information and ideas.

9
 
 
 

It is now beyond doubt that both freedom of expression and freedom of information are not absolute, as they are
subjected to the exceptions provided for in international human rights instruments. Restrictions to these rights are
permissible under the general derogations provided for in several human rights instruments. Art. 19 ICCPR authorizes
restrictions to freedom of information, on the condition that these restrictions are both provided by law, and necessary
for the respect of the rights or reputations of others, and for the protection of national security, public order, public
health, or morals. Under the European Convention on Human Rights, freedom of expression can be restricted when
it is ‘necessary in a democratic society, in the interests of national security, territorial integrity or public safety, for the
prevention of disorder or crime, for the protection of health or morals, for the protection of the reputation or rights
of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and
impartiality of the judiciary’ (Art. 10 (2)). The IACtHR has also noted that restrictions must not only be previously
established by law, but that they must also be intended to ‘ensure the rights or reputation of others or to protect national
security, public order, or public health or morals’ and be ‘necessary in a democratic society’ (Herrera-Ulloa v Costa
Rica [Judgment] para. 120). In general, these restrictions can be brought back to four types of propaganda specifically
regulated by international law.

  C. Specific Types of Propaganda Regulated by International Law

  1. Subversive Propaganda

10
 
 
 

Subversive propaganda has been regulated by international law for many years. It can be described as propaganda
aimed at destabilizing State institutions by influencing nationals of another State towards insurrection, revolt, or civil
strife. The regulation of subversive propaganda is mainly aimed at regulating classical types of inter-State propaganda.
It is related to the principle of sovereign equality of States and the obligation for States not to interfere with the internal
affairs of other States (→ Intervention, Prohibition of), as reaffirmed by the International Court of Justice (‘ICJ’) in the →
Military and Paramilitary Activities in and against Nicaragua Case (Nicaragua v United States of America).

11
 
 
 

The rule that States are under an obligation to avoid official statements tending to produce civil strife in another State
is a deep-rooted principle of → customary international law. One of the first examples of the firm establishment of this
rule in international law is the repeal by France in 1792 of a decree offering aid to revolutionary movements, as the
decree was deemed to be contrary to international law.

12
 

Before World War I, efforts to regulate subversive propaganda were confined to the inclusion of anti-propaganda
provisions in bilateral friendship treaties. The appearance of short-wave broadcasting, boosting cross-border
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communication and therefore the ability of States, State-controlled agencies, and individuals to broadcast propaganda
messages in foreign States, drew the attention of States to the need to regulate international propaganda at a multilateral
level. One of the first multilateral attempts to regulate the use of broadcasting in peace time is the International
Convention concerning the Use of Broadcasting in the Cause of Peace adopted in 1936 under the auspices of the
League of Nations. This Convention is formally still in force between several States such as New Zealand, Sweden,
India, Denmark, Ireland, Egypt, Finland, Sweden, Hungary, Russia, and Switzerland. Several other States, including
the Netherlands, France, Australia, and the United Kingdom have denounced the Convention during the Cold War.
According to its Art. 1, States were required to undertake to prohibit the broadcasting of any transmission which incites
the population of another territory to commit acts incompatible with the internal order or the security of that territory.
The obligation to control propaganda established by the Convention existed for propaganda originating from within the
State's territory, regardless of the private or public origin of the message.

13
 
 
 

After World War II, and as a consequence of the massive use of propaganda by the German and Italian Governments
during the war, the UN took up the question of both subversive and defamatory propaganda. Both the UN General
Assembly (‘UNGA’) and the Economic and Social Council considered regulations of the use of propaganda. At the
UNGA's first session in 1946, it adopted Resolution 59 (I) ‘Calling of an International Conference on Freedom of
Information’ which acknowledged the need to regulate freedom of information to prevent its abuse with ‘malicious intent’.

14
 
 
 

Several early international legal instruments confirm the importance of the prohibition of influencing nationals of another
State towards civil strive or insurrection. UNGA Resolution 290 (IV) ‘Essentials of Peace’ of 1 December 1949 asks
States to ‘refrain from any threats or act, direct or indirect, aimed at impairing the freedom, independence, or integrity
of any other State, or at fomenting civil strife and subverting the will of the people in any State’. A similar obligation is
contained in Resolution 2131 (XX) ‘Declaration on the Inadmissibility of Intervention in the Domestic Affairs of States
and the Protection of their Independence and Sovereignty’ of 21 December 1965, which proclaims that States are
under an obligations not to ‘organize, assist, foment, finance, incite or tolerate subversive, terrorist or armed activities
directed towards the violent overthrow of the regime of another State, or interfere in civil strife in another State’. Similar
provisions, although mainly directed at propaganda for war, are contained in the → Friendly Relations Declaration (1970)
([24 October 1970] GAOR 25th Session Supp 28, 121). International propaganda aimed at a peaceful change in a
regime is not covered by the prohibition of subversive propaganda under current international law.

  2. Defamatory Propaganda

15
 
 
 

Defamatory propaganda in international law can be described as verbal attacks directed against foreign States and their
officials, such as Heads of State and diplomats. Although propaganda messages can, in fact, contain true elements,
the intention of providing misleading and distorted information with a predetermined purpose is mostly an essential
element of propaganda.

16
 
 
 

Art. 29 → Vienna Convention on Diplomatic Relations (1961) (500 UNTS 95; ‘Vienna Convention’) requires the receiving
State to treat diplomatic agents ‘with due respect and [to] take all appropriate steps to prevent any attack on his person,
freedom or dignity’. The ICJ considered that this provision reflects a rule of customary law which, besides its application
to diplomatic agents, ‘is necessarily applicable to Heads of State’ and in effect ‘translates into positive obligations for
the receiving State as regards the action of its own authorities, and into obligations of prevention as regards possible
acts by individuals’ (→ Case concerning Certain Questions of Mutual Assistance in Criminal Matters [Djibouti v France]
[Jurisdiction and Merits] [4 June 2008] para. 174).

17
 
 
 

As far as the obligations of States with respect to defamation are concerned, one has to distinguish between defamation
originating from State officials and defamation originating from private persons or other non-State actors. In line with
Art. 29 Vienna Convention, States have a general obligation under international law to refrain from making offensive
or defamatory remarks about the head of another State. In that case, the State against which the attacks are directed
has a right to protest and to demand appropriate reparation.

18
 
 
 

As far as defamation originating from individuals other than State officials or representatives is concerned, international
law is less strict. There is no obligation for States to take positive action to prevent or punish defamatory conduct and
acts of individuals other than State officials or representatives. The apology sometimes given by States to the offended
State in respect of acts of defamation by individuals is more a question of international courtesy than an obligation
under customary international law. In those cases, the claimant will need to bring a claim in defamation before a national
court, which will evaluate the claim, taking into account the applicable constitutional human rights, such as freedom of
expression. As stated above, Art. 19 ICCPR for instance contains a restriction on the freedom of expression to ensure
respect for the rights or reputations of others. Moreover, it is not completely clear what would constitute an ‘attack
on the dignity’ of foreign Heads of State under international law. In the 2007 case Aziz v Aziz and Others, HM the
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Sultan of Brunei Intervening, the Court of Appeal of the United Kingdom concluded that the right to individual speech
as such, with the possible exception of extreme speech, does not require States to take any positive action (at para.
86). Art. 29 Vienna Convention would only require States to take positive action to prevent and punish physical attacks
by individuals other than State officials or representatives against foreign diplomats and Heads of State.

  3. Discriminatory Propaganda, Hate Propaganda, and Incitement to Genocide

19
 
 
 

International attention in respect of discriminatory propaganda—also referred to as hate propaganda or hate speech—
and in respect of incitement to commit international crimes, such as genocide and → crimes against humanity increased
in the late 1990s. The revival of international awareness on the necessity to bring such communications to a halt was, in
particular, the consequence of the use of media propaganda in the Rwandan genocide (→ Rwanda), inter alia through
the now infamous Radio Télévision Libre des Milles Collines. Discriminatory propaganda differs from the previous
discussed types of propaganda, as discriminatory propaganda is not necessarily cross-border or directed against a
foreign State or its officials.

20
 
 
 

Although the issue has resurfaced in recent literature, the prohibition of discriminatory propaganda was first raised at
the Nuremberg Trials (Trial of German Major War Criminals [Judgment] Nuremberg International Military Tribunal [30
September and 1 October 1946] [1947] 41 AJIL 172). Two trials were directly related to incitement to genocide. The
first trial concerned Julius Streicher, the editor of a weekly newspaper called Der Stürmer, in which he had advocated
the destruction of the Jewish people. The second trial concerned the head of the Radio Division of the Ministry of
Propaganda, Hans Fritzsche. Although the charges in both trials were described as crimes against humanity, in fact they
boiled down to incitement to genocide. In the words of the Tribunal, Julius Streicher was found guilty of ‘incitement to
murder and extermination’, which in the Tribunal's view constituted a crime against humanity. Hans Fritzsche however
was acquitted, as in the Tribunal's view his anti-Semitist propaganda did not urge persecution or extermination of Jews.

21
 
 
 

Despite diverging interpretations as to the necessity of a causal link between discriminatory propaganda and the actual
commission of the international crime, Art. III Convention on the Prevention and Punishment of the Crime of Genocide
([adopted 9 December 1948, entered into force 12 January 1951] 78 UNTS 277) makes ‘direct and public incitement
to commit genocide’ a crime under this Convention. The same article condemns also ‘complicity in genocide’, which
under certain circumstances can also be seen to cover incitement to genocide.

22
 
 
 

Some doubts nevertheless remain as to the necessary causal link between the inflammatory communications and
the actual commission of the international crime, and whether incitement can only be punishable if the propaganda is
followed by the actual commission of the crime. The → International Criminal Tribunal for Rwanda (ICTR) has addressed
the issue of incitement to commit genocide on several occasions. In its Akayesu judgment (→ Akayesu Case), the ICTR
confirmed that incitement to commit genocide is punishable as such, irrelevant of whether such propaganda is followed
by the actual commission of genocide. In its Nahimana judgment (→ Nahimana and Others Case), the Appeals Chamber
of the ICTR analysed incitement to genocide in relation to Radio Télévision Libre des Milles Collines broadcasts and
writings published in Kangura before and during the Rwandan genocide. The ICTR Appeals Chamber confirmed that
the crime of incitement to genocide exists as a separate crime, punishable as such if the author had the intent to directly
and publicly incite others to commit genocide, even if no act of genocide has resulted from the act(s) of incitement
(Prosecutor v Nahimana [Judgment] [28 November 2007] paras 677–78). In the same case, the ICTR Appeals Chamber
insisted on the difference between incitement to commit genocide and other forms of discriminatory or hate propaganda.
The Appeals Chamber noted that certain forms of hate or discriminatory propaganda are only punishable as incitement
to genocide in cases of direct and public incitement to commit the crime (Prosecutor v Nahimana [Judgment] para. 692).

23
 
 
 

Discriminatory propaganda is broader than incitement to genocide, and equally concerns → racial and religious
discrimination. A general prohibition of discriminatory propaganda is contained in the already mentioned ICCPR. Art.
19 ICCPR, which contains a general rule on the freedom of expression, is complemented and restricted by Art. 20
(2) ICCPR, which provides that ‘any advocacy of national, racial, or religious hatred that constitutes incitement to
discrimination, hostility or violence shall be prohibited by law’. Art. 20 ICCPR is often seen as reflecting a rule of
customary international law. A similar prohibition is contained in Art. 4 International Convention on the Elimination of
All Forms of Racial Discrimination ([opened for signature 7 March 1966, entered into force 4 January 1969] 660 UNTS
195), which, after condemning ‘all propaganda and all organizations … which attempt to justify or promote racial hatred
and discrimination in any form’ asks States Parties to ‘declare an offence punishable by law all dissemination of ideas
based on racial superiority or hatred, incitement to racial discrimination, as well as all acts of violence or incitement to
such acts against any race or group of persons of another colour or ethnic origin … .’ The UN Security Council (‘UNSC’)
has similarly emphasized the need to stop propaganda aimed at spreading hate and fear. UNSC Resolution 1161
([9 April 1998] SCOR 53rd Year 84) on the situation concerning Rwanda, for example, urged ‘all States and relevant
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organizations to cooperate in countering radio broadcasts and publications that incite acts of genocide, hatred and
violence in the region’.

  4. Incitement to Terrorism

24
 
 
 

Although some cases of terrorist propaganda and incitement to terrorism could fall under the prohibition of
hate propaganda or discriminatory propaganda, several instruments are specifically directed at prohibiting terrorist
propaganda through the prohibition of direct and/or indirect incitement to terrorism.

25
 
 
 

In its Resolution 1373 (2001), the UNSC noted that knowingly financing, planning, and inciting terrorist acts is contrary
to the purposes and principles of the UN Charter. At the level of the European Union, the Council Framework Decision
of 13 June 2002 on Combating Terrorism ([2002] OJ L 164/3) requests Member States to take the necessary measures
to ensure that inciting or aiding or abetting a terrorist offence is made punishable (at Art. 4).

26
 
 
 

One of the first comprehensive attempts to regulate incitement to terrorism is the 2005 Council of Europe Convention
on the Prevention of Terrorism. This Convention inter alia requests all States to criminalize under their national laws
‘provocation to commit a terrorist offence’ (Art. 5 (2)). The Convention contains a clear description of incitement to
terrorism, which is broadly defined as ‘the distribution, or otherwise making available, of a message to the public, with
the intent to incite the commission of a terrorist offence, where such conduct, whether or not directly advocating terrorist
offences, causes a danger that one or more such offences may be committed’ (Art. 5 (1)).

27
 
 
 

In September 2005, a few months after the terrorist attacks in the London Underground, the UNSC adopted Resolution
1624 calling upon all Member States to adopt legislation that prohibits ‘incitement to commit a terrorist act or acts’ and
to prevent incitement to terrorism (at para. 1). The resolution was not adopted under Chapter VII UN Charter, nor does
the term ‘calls upon’ as such imply a clear obligation for Member States. However, since States are also requested
under the Resolution to report to the Counter-Terrorism Committee on the steps taken to implement this Resolution,
the Resolution in effect resembles a mandatory measure.

28
 
 
 

The prohibition of incitement to terrorism mainly targets direct incitement to commit terrorist acts. Indirect incitement,
such as the justification and glorification of terrorist acts, often described as apologie, is not part of the conduct prohibited
under UNSC Resolution 1624 (cf Consideration 4). The UN Secretary-General, in his 2008 Report on the Protection of
Human Rights and Fundamental Freedoms while Countering Terrorism ([28 August 2008] UN Doc A/63/337), explicitly
declared that while incitement to terrorism can be legally prohibited, ‘glorification’ and ‘promotion’ of terrorism cannot
(at para. 61). Under the Council of Europe Convention on the Prevention of Terrorism, however, indirect incitement to
terrorism is explicitly included in the prohibited speech (see paras 91–96 Explanatory Report).

29
 
 
 

These recent attempts to regulate incitement to terrorism evidently infringe the freedom of expression. According to the
Explanatory Report of the Council of Europe Convention on the Prevention of Terrorism, its drafters were conscious of
the fact that such regulations might impinge on freedom of expression, but they were of the opinion that such a restriction
is a proportional and authorized limitation of the freedom of expression (see paras 89–90 Explanatory Report). The
ECtHR has already accepted that the right to freedom of expression is not absolute, and that a democratic society has
a legitimate right to protect itself against the activities of terrorist organizations (Hogefeld v Germany App No 35402/97
[20 January 2000]).

30
 
 
 

While the prohibition of direct incitement to commit terrorist acts can thus easily be seen as a legally valid exception
to freedom of expression, which moreover is included in many national laws, the case of indirect incitement through
glorification or apologie of terrorism is more difficult. In those cases, the intent of the author and the effective danger of
the commission of such an act will be decisive. The current status of incitement to terrorism is to be evaluated in the
light of the generally accepted exceptions to freedom of expression (see also → Inter-American Commission on Human
Rights [IACommHR] ‘Report on Terrorism and Human Rights’ para. 310).

  D. Implementation of the International Law of Propaganda

  1. Propaganda and State Responsibility

31
 
 
 

Many of the prohibitions on propaganda discussed above, such as defamatory or subversive propaganda, are primarily
addressed to States. Therefore, if a State organ is in breach of its obligations under international law with respect
to propaganda, this violation can engage the international responsibility of the State (Art. 4 UN ILC ‘Draft Articles on
Responsibility of States for Internationally Wrongful Acts’ [2001] GAOR 56th Session Supp 10, 43). The same is true in
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respect of private broadcasters, when their conduct or acts can be attributed to the State, in cases where these private
entities exercise elements of the governmental authority (ibid Art. 5), because they are acting on the instructions of, or
under the direction or control of, that State (State-controlled agencies), or because the State acknowledges and adopts
the conduct in question as its own (ibid Art. 11).

32
 
 
 

The question whether the responsibility of States extends to broadcasting of propaganda by individuals is more
controversial (→ Responsibility of States for Private Actors). States generally deny any responsibility for such acts by
their nationals and base their argument on freedom of expression and freedom of information. Such a distinction is
particularly evident in the case of defamation discussed in the previous section. Several national legal systems include
provisions on the criminalization of subversive propaganda by individuals, and similar national acts exist for defamation.
The prohibition of discriminatory propaganda is also mainly addressed to individuals and can therefore result in the
individual responsibility of the perpetrator, as evidenced by various judgments of the ad hoc criminal tribunals (see also
→ International Criminal Courts and Tribunals, Complementarity and Jurisdiction). State responsibility can nevertheless
also be established when the State has the obligation to criminalize certain behaviour, such as in the case of incitement
to terrorism, or when the State has the obligation to ensure that certain rights of persons are respected, such as in the
case of defamatory propaganda. In those cases, international responsibility is a consequence of the breach of these
obligations, not a result of a violation by the State of the norms on the prohibition of propaganda.

  2. International Broadcasting Regulations

33
 
 
 

States can unilaterally have recourse to measures in order to halt alleged propaganda messages targeting the internal
security of the State or the reputation of the State and its institutions. These measures may however conflict with
a State's international obligations, both in respect of broadcasting and human rights. In the past, several cases of
harmful interference have occurred, in particular during the Cold War. For instance, in the late 1950s the USSR jammed
international transmissions by the United States-controlled Voice of America, while in the early 1990s the Government
of → Cuba jammed transmissions by Radio Marti, a United States-sponsored television project transmitting directly to
Cuban households. Radio Free Europe was also targeted by jamming campaigns during the Cold War.

34
 
 
 

The efforts of a State to bring to an end cross-border communication considered propaganda first of all need to be in
accordance with the international regulation of broadcasting. Art. 45 Constitution and Convention of the International
Telecommunication Union ([concluded 22 December 1992, entered into force 1 July 1994] 1825 UNTS 143; →
International Telecommunication Union [ITU]) adopts the principle that all radio stations must be operated in such
a manner as not to cause harmful interference to the radio services or communications of other Member States or
operating agencies. This amounts to a general prohibition of ‘jamming’, or deliberate radio interference, a measure
States make use of to bring to an end international broadcasts they deem to be propaganda. However, such action is
often based on the alleged illegality of the broadcasted message, and is therefore considered by the State jamming
the foreign broadcast to be in accordance with international law as a → countermeasure or an act of → self-defence.
Art. 34 ITU Constitution authorizes Member States to stop, in accordance with their national law, any private message,
if the communication may appear to be dangerous to the security of the State or contrary to its laws, → ordre public
(public policy), or decency.

  E. Conclusions

35
 
 
 

Although many of the abovementioned issues and conflicts emerged in the Cold War era, the potential clashes between
propaganda messages and freedom of information and expression remain real. The prohibitions of both defamatory
and subversive propaganda, when originating from States, State officials, or representatives of States, have been
established customary legal norms since the beginning of the 20th century.

36
 
 
 

In the past decades, attention has shifted towards the regulation of certain types of propaganda as an individual
activity. The prohibition on discriminatory propaganda and especially incitement to genocide, as well as the prohibition
of incitement to terrorism, have become prominent in current international law, for obvious reasons. Although the notion
of discriminatory propaganda dates back to the end of World War II, many scholars have called for a strong confirmation
of the principle in international law, even through the addition of incitement to genocide and hate propaganda to the list
of international crimes. The same is true in respect of incitement to terrorism, as a corollary of international efforts to
combat terrorism in general. International law will certainly evolve rapidly in these areas.
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